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Abstract 
Internet of things (IoT) refers to the concept of all digital technologies being able to connect and interoperate with each other, in order to 
solve several problems that currently exist in the physical, economic and social fields of our daily lives. These problems may be the need 
for automation to provide efficiency and high levels of accuracy, the need to provide several services or for visibility that will allow 
manufactures to acquire feedback from their customers, wich will hence lead to tailoring of products to the specific needs of customers. IoT 
aims at providing a framework to integrate all objects, smart devices, machines, patients, consumers and several services into one 
interconnected network. In order to achieve these goals IoT will require to employ a vast array of technologies that will be able to sustain 
its high data traffic and processing power as seen by the number of devices connected estimated to be 50 billion by 2020. The modular 
approach to IoT will require that each of these devices to be integrated with sensors such as GPS, RFID or scanner and connect them 
through the Internet using specific protocols for communication and data transfer. Blockchain (BC) technology refers to a distributed 
public ledger system that keeps records as a chain of interconnected blocks that start from a genesis block - first block to be added in the 
chain. BC technology aims at creating a decentralized trustless environment where transactions and data are not in the control of any third 
party. 
Keywords IoT; Smart city; Blockchain 

1 Introduction 
The concept of IoT Smart City is a comprehensive framework that addresses the requirements for multiple Smart City projects that enable 
these cities to use urban networking in order to increase its economic strengths, improve on technology and to provide more efficient 
solutions to counter many of these city's challenges. These challenges may be the need to improve living standards, optimizing 
consumption of available resources, reducing risks or improving governance. A smart city refers to a city that connects all physical 
infrastructure, communication and information technology infrastructures, social infrastructure and business infrastructure to increase the 
collective intelligence of the city.  IoT in more technical sense can be defined as Objects with virtual identities and personalities in 
intelligent spaces, and using intelligent interfaces to connect and communicate with social, medical, environmental and user contexts. IoT 
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aims at leveraging the power of embedded sensors and actuators in different objects and machines to gather data, which is then analyzed in 
order to improve on services and products, or to automate systems. IoT is expected to grow in coming years, which will provide a new 
dimension in the quality of services, better consumer conditions and increased productivity of enterprises. Consumers of products and 
services are said to benefit in that IoT will provide solutions that will improve energy efficiency, health, education and security, just to 
mention a few of the areas expected to scale up with the incorporation of IoT. 
Mobile networks account for the connectivity of a large range of devices which goes beyond the tablets, phones and laptops, to connected 
buildings, cars; game consoles and TVs; traffic controls and smart meters and still provide a huge untapped potential to connect almost 
everything and anyone. The number of those connected device is estimed to be 50 billion by 2020 [1]. The potential of this connection is 
evident as seen in the development of new innovative services and applications in every sector of human life. The evolution of IoT depends 
majorly on the coordination of multiple vendors devices, machines and appliances that are then all connected together to the internet using 
different networking technologies and optimizing strategies. 
Although the expected impact of IoT is revolutionary, much effort still needs to be put so that to move from this early stage in order to 
unlock the full potential of IoT. Efforts are being made around interoperability, standardization, Big Data management, network 
management, artificial intelligence-assisted management, etc. The Blockchain technology, which fits into the technical as well as the 
business axis, brings several gains to the IoT and Smart City platform, namely security, decentralization, trust layer, orchestration, 
interoperability and new business models that allow stakeholders to think of new use cases that before were difficult to implement. 
The preceding chapters will be organized as 2. State of the art IoT and smart city, 3. State of the art Blockchain, 4. Integration of 
Blockchain and IoT in Smart city, 5. Conclusion and 6. Future work. 

2 State of the art of IoT and smart city 
Smart cities are cyber-physical ecosystems that are being developed by deploying novel services and advance communication infrastructure 
over city wide scenarios. Smart city domains major on optimizing the sustainability of the physical city infrastructures such as power grids, 
road networks and improving the living standards of its citizens. Smart cities offer diverse applications such as smart homes and 
environmental monitoring. 
In smart homes or buildings sensors and actuators are installed to monitor resource consumption and optimizing performance of the 
controlled resources according to user needs. An example can be switching on/off of lighting and heating tasks. These applications offer 
advantages in reducing resource consumption within the building such as electricity and water and also reduce the carbon emission 
associated with buildings, reducing global greenhouse gas emission. 
In environmental monitoring, natural phenomena and processes such as temperature, wind, rainfall and water levels in rivers and lakes are 
monitored using applications that have the ability to sense these environmental factors. These applications have the ability to handle and 
process large amount of heterogeneous data collected from sensors in real time, and thus provide a rapid response reducing the damage that 
would otherwise be caused to buildings, nature or people. Examples of these applications include fire detection and natural disaster 
detection e.g. tsunamis, tornados and earthquakes. 
In smart cities, IoT solutions help improve infrastructure, create more efficient citizen services, reduce traffic congestion, and improve 
people’s security. To unlock the full potential of IoT, smart cities stakeholders recognize that this cities should not offer a separate smart 
solutions, but delivers a whole scalable and secure IoT framework solution that includes useful IoT systems. 
A smart city solution must provide the possibility to manage all the components namely the millions of connected people and devices, and 
systems. The solution must also enable to integrate the technological requirements of today's IoT[2]. More precisely, an IoT Platform 
should be able to connect different heterogeneous systems of the city, reduce the time to set up IoT services, create value from data around 
connected devices, deliver a scalable and secure access service and open the possibility to the new opportunities of the city 
The deployment of IoT smart cities needs different architectures, interaction protocols, technologies and communication standards that 
work perfectly among the different objects. Several global organizations are involved which include: IEEE, ITU, IETF, GS1, OASIS, and 
many others. 

2.1 Architecture of IoT 
IoT architectures present a structure and standard concepts that are able to actualize the essential building blocks for IoT basic 
architectures, and that facilitate the interoperability between heterogeneous systems. IoT will have to incorporate several technologies due 
to vast array of objects connected such as near field communication (NFC), radio frequency identification (RFID) and wireless sensor and 
actuators networks (WSANs). Moreover, IoT involves the use of different protocols, data formats and communication standards making the 
IoT environment decentralized, complex and heterogeneous. This brings up the need to define the architectures and standards at different 
levels of abstraction in the IoT environment. IoT architectures introduce an abstract framework that lists a minimum set of unifying 
concepts, relationships and axioms that gives a better understanding of the relationship between the entities of the IoT environment. Due to 
the heterogeneous nature of IoT, one architecture cannot be used but instead several IoT architectures coexist for the diverse need of IoT 
implementation. 
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Due to the ongoing development and evolution of protocols, standards and application contexts, several types of IoT architecture are 
proposed. RFC 7452 describes four communication models for IoT. 
2.1.1 Device to Device from different providers on the same network (figure 1) 
 
In general, the devices are manufactured by different manufacturers. These devices require interoperability to communicate directly with 
each other. This forces manufacturers to agree on the same protocols, data model, encoding, IP configuration and security. 
 

 

Figure 1: Device to device in the same network 

2.1.2 Device to Cloud (figure 2) 
In this model, the devices and the cloud service can come from the same provider. Devices send data to a single application, where data is 
collected and analyzed for centralized monitoring and control. Devices can benefit from TCP / IP, http, UDP. 

 

Figure 2: Device to Cloud 

2.1.3 - Device to the gateway of the Application Layer (figure 3) 
This model allows you to direct your use to the "Device to Cloud" model by connecting non-IP devices to the cloud service, via the 
gateway that provides interoperability. The communication between the gateway and the Cloud service goes through IP4 / IP6. 

 

Figure 3: Device to Gateway 

2.1.4 - Back-end for data management 
The principle is to allow devices to upload their data to third-party applications in order to aggregate them with other sources and analyze 
them for specific user needs. The basic architecture is organized in 3 layers (figure 4): Perception layer: for understanding data collected 
through physical objects, Network Layer: For data collection of devices and their transmission to the Application layer, e.g. via 3G, Wi-Fi, 
ZigBee, NFC, etc. and Application Layer: For processing and decision services. 
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Figure 4: Basic architecture in 3 layers 

This architecture has been further developed by adding a fourth service layer where actions are taken and also another architecture which 
introduces a sixth mac layer for energy management and devices supervision. 

2.2 Challenges and constraints to succeed the IoT smart city 
 Internet of Things promises the interconnection of a myriad of smart things that will be deployed worldwide to provide services to people 
and things. However, the traditional Internet architecture based on sharing resources design is not appropriate for Internet of things based 
on sharing data. Some open challenges are listed below: 

a. Security: One of the most important challenges is security which concerns privacy, integrity, availability and encryption. Objects are 
deployed in large scale in IoT environments and given the existing security architecture is designed from the perspective of people 
communication, it does not suitably cater for IoT systems. Data integrity, privacy, data ownership, energy-efficient cryptography 
algorithms, legal and liability issues have to be addressed accordingly. 

b. Orchestration: The development and deployment of self-aware systems, autonomic systems with self-properties enabled, is a 
challenge due to the specific characteristics of IoT environments. IoT environments presents a pool of heterogeneous objects using 
different technologies and data formats from their manufactures and thus autonomous systems have to interoperate with these 
technologies which present a challenge given the number of devices. 

c. Interoperability: Technological and semantic interoperability is significantly more complex for IoT environments than for the 
traditional Internet environment due to their different technological specifics, and their ability to relate people to objects and objects 
with objects This seamless interaction between people with heterogeneous devices generates a large amount of shared heterogeneous 
information. Thus, improvements have to be made regarding the information model to the devices, interpret the shared information 
correctly and act accordingly. Moreover, for full interoperability, standards for IoT must be created and broadly used. IoT reference 
architectures should be defined then, IoT concrete architectures must be specified based on such IoT reference architectures. This 
standardization can facilitate the interoperability between heterogeneous IoT systems. 

d. QoS: By default, IoT is multi-service, providing different applications or services. Thus, multiple traffic types (e.g., throughput and 
delay tolerant elastic traffic classes) will be transmitted within the network, and many applications/services will need quality of 
service (QoS) compromise. Moreover, IoT involves shared wireless media, data, and tools available on clouds, which is already an 
environment needs QoS requirements. Therefore, providing quality of service in IoT environments can be a hard challenge. 

e. Big data: A large amount of data will be transmitted from (billion or trillion) heterogeneous things to the IoT. Exploring the large 
volumes of data and extracting useful information from a complex sensing environment at different spatial and temporal resolutions in 
a fast and effective way is a challenging research problem. The key characteristics of resource constraints in sensor networks (and 
RFID systems) and high capacity for applications in cloud computing create novel challenges for proposals of adaptive and distributed 
solutions.  

f. Constrained capacity: In general, heterogeneous sensing devices taking part in the IoT demands the use of multiple sensing modalities 
and are not connected to an unlimited power supply. Therefore, efficient energy sensing is a conditioning factor in the design and 
operation of IoT environments. Therefore, many IoT solutions based on WSN or RFID have to be oriented to low-energy 
consumption. While such technologies do not still provide enough resources, this is a broad research challenge. Approaches proposed 
for WSNs   and other low-power technologies can be adapted to deal with the requirements of the IoT. 

2.3 Interaction protocols to connect things 
Several protocols have been researched on and proposed by different organizations and stakeholders to interconnect objects and end user 
applications to the Internet of things. These protocols include MQTT (Message Queuing Telemetry Transport), CoAP (Constrained 
Application Protocol), XMPP (Extensible Messaging and Presence Protocol) and WAMP (Web Application Messaging Protocol). 
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2.3.1 Messaging queuing Telemetry Transport (MQTT) is an open messaging protocol created for machine-to-machine (M2M) 
communication, to address issues related to high latency, unstable communication, and low bandwidth. MQTT employs TCP as its 
communication protocol, and the publisher/subscriber paradigm as it messaging pattern [3][4].  
2.3.2 MQTT-SN is an extension of the MQTT protocol used on embedded devices that communicate on non-TCP networks and instead uses 
the UDP protocol [3][4]. 
2.3.3 Constrained application protocol (CoAP) was created based on the HTTP RESTful architecture to allow highly constrained devices 
to be accessible through URLs and allow clients to use methods like GET, PUT, POST, and DELETE. Standardization of CoAP was done 
in 2014 by IETF as RFC 7252, and it was 
designed to be extensible, with some other RFCs implementing additional functionalities 
2.3.4 Extensible Messaging and Presence Protocol (XMPP) was created in 1998 aimed to be an open technology for instant messaging 
services, using XML streaming at its core.  
2.3.5 Web Application Messaging Protocol (WAMP) goal is to be a “Unified Application Routing”, uniting the publisher/subscriber (Pub 
Sub) model with remote procedure calls (RPC), over the 
WebSocket protocol [5].  

2.4 Cloud layer to manage the whole data 
Cloud Computing is a concept in which companies and individuals are able to rent processing and storage capacity, instead of making big 
investments to construct and provision a large-scale computing platform [6]. These services are typically hosted in data centers, using 
shared hardware for processing and storage. Elasticity, scalability, economies of scale and pay-per-use pricing are the major reasons for the 
successful and widespread adoption of cloud infrastructures. One major benefit claimed for cloud computing is elasticity, that adjusts the 
system’s capacity at runtime by adding and removing resources without service interruption in order to handle the workload variation [7]. 
On the other hand, the Internet of Things (IoT) represents a worldwide network of heterogeneous cyber-physical objects such as sensors, 
actuators, smart devices, smart objects, RFID, embedded computers. In general, the devices on the IoT have resource constraints and, 
therefore, are traditionally designed to support specific applications. The strong coupling between the network and the application limits the 
use of resources and data collected by the devices. IoT is made up of numerous heterogeneous devices, technologies, and protocols. 
Therefore, scalability, reliability, interoperability, security, efficiency and availability can be very difficult to acquire. The integration with 
the Cloud solves most of these problems [8], also providing additional features such as ease-of-access, ease-of-use, and reduced 
deployment costs. cloud computing can be customized to support a distributed real-time system for the management and analysis of IoT 
things and data streams generated by IoT things. Cloud computing also presents a solution to IoT big data challenge characterizing the IoT 
environment due to the large number of devices connected. These data can be efficiently and optimally processed by the infrastructure 
provided by the cloud. 
  

2.5 Fog & Edge computing to improving Cloud layer 
Fog Computing is a concept that extends Cloud computing and services to the network edge. Fog can be differentiated from Cloud by its 
proximity to end-users. According to the authors [9], fog computing is: 
« Fog computing is a scenario where a huge number of het- erogeneous (wireless and sometimes autonomous) ubiquitous and 
decentralised devices communicate and potentially cooperate among them and with the network to perform storage and processing tasks 
without the intervention of third parties. These tasks can be for supporting basic network functions or new services and applications that 
run in a sandboxed environment. Users leasing part of their devices to host these services get incentives for doing so. » 
The emerging trends in networking such as large distributed Internet connected sensor networks (IoT), mobile data networks, and also real-
time streaming applications have specific requirements that cannot be satisfied by cloud computing. Fog provides compute, storage and 
network similar to Cloud. In contrast to the cloud, Fog presents specific characteristics: edge location and location awareness implying low 
latency; geographical distribution and a vast number of nodes in contrast to centralized Cloud; support for mobility through wireless access 
and improves the quality of service (QoS) and real-time applications. Thus, fog computing is the most suitable communication model 
compared to cloud computing where information processing takes place within the internet and provides faster transfer of data [10]. These 
improvement in characteristic has inspired the development of many scenarios, such as smart grid, vehicular networks, wireless sensor 
networks, IoT, and software-defined networks (SDNs) that require faster processing with less delay and real-time interactions. 
For situations requiring high predictability latency and reliability, the goal should be to locate the intelligence where it is needed in the 
network, or even be embedded on them, thereby enabling higher reliability and localized closed loop control. It improves the processing 
and storage of data for analysis 
and making real-time decisions essential for many applications. To increase the use of Fog computing, it is necessary to address some 
challenges, such as programmability, accountability, standardization, management, discovery/sync, compute/storage limit and security.  
Edge computing refers to the use of edge node resources such as CPU, memory and storage to process several network functions that 
would otherwise be performed centrally by the cloud infrastructure. This has the effect of reduced communication latencies and traffic to 
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the cloud. However, the edge has limited resources and thus presents the need for several optimization strategies to maximize on these 
resources in order to optimize network performance [11]. 
While solutions exist, the multiplicity of actors also imposes constraints to agree on standards of communication protocol, technological 
base, and deployment. A platform that will bring several solutions at once, will reduce these constraints cited that Smart City meets, hence 
the idea of using the Blockchain, a technology that can bring autonomy and intelligence through the use of smart contracts, 
disintermediation by non-need for trusted third parties, security through its algorithms, and the distribution and decentralization of the 
system. 
In this next chapter, we will present a view of Blockchain technology, its relationship with IoT in the Smart City, and current 
considerations for its integration. 

3 State of the art of Blockchain 
Blockchain technology is an irreversible, encrypted, decentralized ledger that has the potential to make all centralized activities, processes, 
and organizations entirely autonomous [12]. Its most famous application is Bitcoin, a cryptocurrency with a capital market that reached 320 
billion in 2017 [13]. The Blockchain technology was proposed in 2008 to address the problem of double spending of digital currencies and 
was first implemented in 2009 for Bitcoin [14]. Since then the technology has seen much interest and is constantly evolving for economic 
and technology interest. The Blockchain can be viewed as a public ledger where all transactions are stored as a series of blocks, protected 
by asymmetric encryption and distributed consensus algorithms. The Blockchain can be applied in different areas, such as payment, 
utilities, the Internet of Things, and security services. 
Recently, the Internet of Things has brought up the need for advanced automation, where the network nodes which include devices and 
sensors are all interconnected. The majority of these devices are limited in terms of resources, which makes it difficult to implement heavy 
cryptographic approaches. Recent research has shown that the use of the Blockchain in the field of IoT provides a real security solution. 
The IoT ecosystem follows a centralized system architecture for device management, identification and authentication, which presents a 
problem of scalability. As a result, the Blockchain can serve as a solution to this scalability problem by bringing privacy and management 
gains through its distributed authentication and management system which characterizes a distributed and decentralized IoT ecosystem. 

3.1 Features of the Blockchain 
Blockchain is a distributed database system that is based on consensus algorithms which allows the transfer of value between entities. 
There exist several distributed databases based on consensus algorithms, however, Blockchain has three distinctive features [15][16]: 

g. Permission less: On the Blockchain network, there is no central governing body that decides who can operate on the network and who 
cannot. Anyone can operate in the network. 

h. Trust less: No one on the Blockchain network has to own a certified digital identity. The involved entities do not know each other 
nevertheless they can exchange data with each other. 

i. Censorship resistant: Blockchain is a network without controllers where participating entities only trust on cryptographic algorithms 
that govern the operation of the network. An operation once completed and accepted cannot be reversed. 

Blockchain can also be categorized as permissioned and permission less depending on functionality [15]: 

j. Permissioned: permissioned Blockchains limits users who can participate on consensus of the system state. Only allowed users can 
participate in achieving consensus of the system state. It may also limit users who can initiate smart contracts.  

k. Permission less: permission less Blockchains allows anyone to join the network, participate in the process of block verification to 
reach a system consensus and also create smart contracts. 

3.2 The structure of the Blockchain 
Blockchain structure is based on four concepts: 

l. Peer to peer network: Nodes participating in a Blockchain network communicate directly to each other without the need of a trusted 
third party. Each node in the network has the same privileges and interacts with the others by using a pair of public and private keys. 
The public key act as an address to be reachable on the network while the private key is used to sign transactions. 

m. Open and distributed ledger: The ledger is a record of all transactions in the network. The ledger is not stored at a centralized location 
but each node has a copy of the ledger. The ledger can be accessed and read by each node in the network and nodes can determine 
whether transactions are valid or not. 
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n. Ledger copies synchronisation: since every node has its own copy of the ledger, this brings an issue of how the chain should be 
updated on all the nodes without loosing its structure and integrity. This is achieved through three steps: new transactions are 
broadcast to the entire network, validation of the new transaction and finally adding the block into the chain. 

o. Mining: due to resource bottlenecks, which cause network delays, not all nodes receive transactions at the same time. Blockchains 
must have a valid and ordered branch and because of this each node in the network cannot be allowed to add blocks to the chain. 
Miners are special nodes that are tasked with adding blocks to the chain. Miners compete with each other to acquire transactions, 
validate them and add them to the Blockchain. The first to add a block and is validated is rewarded with a token. 

 

Figure 5: Overview on the Blockchain system 

Blockchains are made of a connected chain of blocks of transactions performed in the network. The blocks contain the following 
information: 

p. Header: It consists of a timestamp, target of the consensus algorithm e.g. PoW, the hash value of the previous block HEADER, which 
acts as a cryptographic link linking the chain in order to make it tamper-proof, Merkle tree root, which encodes the transactions in the 
block in a single hash code with leaves representing data blocks accumulating since the Blockchain was created from the genesis 
block and nonce, which is required for solving the PoW, which also serves to prevent a replay attack. 

q. Block Content: It consists of all the inputs and outputs of each transaction. The input data contains the output of the previous 
transactions and an address containing the signature with the private key of the owner which acts as ownership proof of such an asset. 
There are two concepts for managing the assets of an address: The unspent transaction output model (UTXO), and the Account 
balance model. The output data contains the tokens to be sent and the address of the recipient (the recipient’s public key). The 
recipient will be the sole user, able to spend that asset because only his private key can prove the asset ownership. The content of the 
block, not only refer to financial transactions, the main reason for the creation of Bitcoin, but also can refer to other type of non-
financial applications projecting to the use cases of the IoT environment. (information and data related to IoT devices, users of IoT 
services, etc.)  

Each block that is approved is connected to the previous block (figure 5) using a cryptographic hash, which act as a unique and an 
immutable stamp, which guarantees that no one can tamper with the record.  

3.3 Dynamics of the Blockchain 
The operation of Blockchain differs from one type to another, according to different criteria, and precisely the mode of consensus. The 
dynamics of the Bitcoin Blockchain are presented below from a generic point of view: 
a. A user proceeds to the creation of transfer transactions (address input to address output) and adds his signature 
b. The user broadcasts the transaction request to the nodes of the network 
c. Each node receives the transaction requests, checks them and processes up to the size limit, then creates a new block 
d. Nodes are trying to solve the riddle of proof of work 
e. After resolution, the node broadcasts the block in the network 
f. Each node that received a block, checks it and adds it to its local Blockchain 
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g. As time goes by, a node readjusts its local Blockchain by the longest existing Blockchain that has been communicated to it. 
h. A transaction is considered reliable when it is validated by at least 2 nodes. The degree of reliability increases by the number of 
validations by the nodes. 
Signature and verification are provided by the asymmetric encryption mechanism. Each user has a randomly generated private key that 
allows transactions to be signed. Its public key, which is calculated from the private key (ECDSA Algorithm [17] in the case of the Bitcoin 
Blockchain) allows the node to verify the authenticity of the transaction issuer. 

3.4 Consensus algorithms 
By its characteristic of autonomous networks of nodes, the Blockchain is confronted with the problem of Byzantine generals, to ensure its 
smooth operation despite the defect of one or more nodes [18][19]. 
Byzantine Fault Tolerance (BFT) refers to fault tolerance of a distributed computing system where its nodes may be faulty or malicious. 
PBFT is the implementation of the Byzantine fault tolerance algorithm. The algorithm makes it possible to keep the network running 
smoothly unless more than 1/3 of the nodes are corrupted. This approach requires that the identity of each member be known, hence a 
centralized entity that manages this data. The consensus is orchestrated by a node that acts as the main server and provides communication 
between nodes in 3 phases, pre-preparation, preparation and commit. Nodes can change primary server if it is missing. 
The Bitcoin network uses the consensus Proof of Work. This type of consensus presents a revolutionary concept and is considered as the 
major lever for the development of the network of a public Blockchain [18]. 
To add a new Block to the chain, special nodes called miners, tries to solve a puzzle whose difficulty increases by increasing the number of 
nodes in the network. The puzzle is hard to solve but easy to verify. As soon as a node finds the solution, it adds it to the contents of the 
block, the Hash and broadcast it in the network. When a node receives a new block, it checks the proof of work and adds it to its local 
chain. This approach is very computation intensive, and it takes more than half the computing power of all network nodes to corrupt it. To 
increase the number of blocks in the Blockchain with a PoW type of consensus, the nodes are rewarded for their work by generating new 
coins. 
Several consensus algorithms are used to run several Blockchains. Examples include proof of stake, proof of storage, Algorand, ledger 
consensus protocol, Steller consensus protocol etc.  

 

3.5 Smart Contracts 
Nick Szabo introduced this concept in 1994 and imagined it as contractual clauses in the computer code that is able to apply them 
automatically to minimize reliance on trusted intermediaries between stakeholders [20]. In the context of the Blockchain, smart contracts 
have been implemented in the Ethereum platform as an evolution of the Bitcoin Blockchain technology, with stored scripts capable of 
executing processes during transactions [21]. The smart contract is stored in an address in the Blockchain, and can be triggered by sending 
a transaction to that address. Then, the contract is automatically executed on all the nodes of the network. In this way, the Blockchain 
network behaves like a distributed virtual machine. 
Smart contracts have the following properties: 

r. Autonomy: Participating entities agree on the decisions and thus intermediary and bias related decisions are eliminated. 
s. Trust: Essential files are present on a public ledger and thus cannot be destroyed or lost.  
t. Backup:  data is stored on multiple nodes participating in the network making the data safe.  
u. Savings: Smart contracts eliminate the need for a Trusted Third Party and thus save money 

3.6 Deployment considerations 
Despite the listed benefits of integrating the Blockchain into the IoT Smart City ecosystem, there are some limitations to consider when 
deploying. 
3.6.1 Cost of encryption and consensus 
Blockchain models such as Bitcoin that works through a Proof of Work (PoW) consensus mechanism require significant computational 
power for solving the challenge enigma. The time of the resolution also increases due to the increase of the difficulty of the enigma. This is 
constraining when it comes to connected devices of limited resources. 
3.6.2 Architecture and integration 
The architecture models of IoT systems in the Smart City ecosystem differ from provider to provider, and from context to context. The 
Blockchain model should be adapted to fit well into this heterogeneous world, with minimal interfacing effort for existing systems or for 
new opportunities. 
3.6.3 Lightweight Blockchain ledger 
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Also, the Blockchain registry distribution model on the network nodes is not practical in an IoT ecosystem whose devices have limited 
resources, and in a Smart City ecosystem with huge data and size. 
 

4 Integration of Blockchain and IoT & smart city 
It is estimated that major of newly created devices by 2020, will be IoT enabled, making IoT in a large extend, to be part of our life 
experience. Everyone will be interacting with networked objects and business will be digitally transformed. Even though IoT present a 
platform for the development of innovative end user applications, challenges as security, scalability, interoperability, and data management 
become a major concern and if not checked will lead to several critical issues.. 
Blockchain technology on the other hand provides the technology to solve security, scalability, and interoperability problems associated 
with IoT. The distributed trust less characteristic of Blockchain that ensures scalability, privacy and reliability forms the foundation for the 
development of such IoT environments. 
IoT presents several issues that may lead to a security breach. The first challenge comes from the fact that IoT is a distributed network and 
any single node in the network can be a point of cyber-attacks to the network. The second challenge comes about data confidentiality and 
authentication. The third challenge comes from data integrity where data is fed on autonomous system to aid in uncontrolled decision 
making. The basic features of autonomous trust less and decentralized features of Blockchains make it applicable in several scenarios such 
as smart industries, smart homes, smart grid and smart cities. Blockchains through the use of smart contracts can be used to create 
autonomous functioning of systems, keep an immutable history of smart devices and create a secure way of smart devices to exchange 
messages. 
Despite the positive gain that Blockchain technology brings to IoT, standard implementations are energy and computationally intensive, 
scalability-limited, and generate significant traffic and response time. the author [22] offers Lightweight Scalable Blockchain (LSB), which 
is optimized for IoT prerequisites. LSB provides decentralization through the implementation of a high-capacity device overlay network, 
which manages a public Blockchain to enforce security and privacy. Thus, the exchange between the IoT devices is decorrelated from the 
recording of transactions in the Blockchain. The authors provided optimizations to LSB at the algorithm level for a lightweight consensus. 
The overlay network nodes are clustered, and only cluster heads (CH) are responsible for managing the Blockchain to reduce the number of 
blocks created. The block validation consensus is based on a distributed trust algorithm, which assigns a trust score to the CHs in the 
community. Also, for flow management, the author proposes a balancing mechanism between the number of transactions to add to the 
Blockchain and network load capacity, called Distributed troughput Management (DTM).  
IoT access management solutions are based on centralized models, with technical limitations such as resource bottlenecks, single point of 
attack vulnerability, and single point failure network. An example of Blockchain integration in IoT environments is proposed by [23] aims 
at providing architecture for scalable access management in IoT. This architecture describes a new decentralized access management 
system where access control data is stored and distributed using Blockchain technology. Each entity will be part of Blockchain technology 
except for IoT devices and management hub nodes. All nodes in the Blockchain network must include a copy of the Blockchain. The 
Blockchain keep increasing over time and can be considerably large in size. The majority of IoT devices due to their constrained nature 
will not be able to store Blockchain information. Consequently, the proposed architecture does not include IoT devices in the Blockchain 
but rather defines a new node called Hub Manager that requests access control information from the Blockchain on behalf of IoT devices. 
This Hub Manager make gateway between IoT and Blockchain by transforming message from CoAP to JSON-RPC. Moreover, the 
solution involves a single smart contract in the access control system, which defines all the operations allowed. That contract is unique and 
cannot be deleted from the system. Entities called managers interact with the smart contract in order to define the access control policy of 
the system. 
Drones see a lot of applications in the IoT environment in sectors such as agriculture, military and delivery services. The use of drones in 
these areas present several challenges such as vulnerable wireless networks for control and data transmission, limited resource of drones, 
challenge of data integrity and resilience. The authors [24] propose a distributed architecture Blockchain based technology, for the 
arbitration of roles and permissions in the drone network in IoT environments. This architecture aims to provide: Lightweight, scalability, 
accessibility, transparency, concurrency and isolated governance. In this architecture the network is divided into five key components: 
Drone, control system, Blockchain network, cloud database and cloud server. A cluster of drones may be delegated a single role and 
communicate with the control system either directly or through an intermediary drone. The control system is responsible for receiving 
collected data and sending out commands. It also send datas and their hashe to the cloud and Blockchain network respectively. Blockchain 
network stores the hashed data entry for integrity protection. The cloud server validates records stored in the cloud database by requesting 
the Blockchain network for receipts for data integrity and also can perform analysis of data for automation of control of the drones. 
Cloud solutions bring a significant gain in the design of applications and IoT platform, for storage and processing, given the large number 
of devices that emerge. However, users have no choice but to trust the providers of these applications and the cloud services with the 
promise of security and availability, and have no way to verify and manage these conditions themselves. author [25] proposes a 
Blockchain-based data access control management system to ensure efficient auditability, secure data sharing, distributed storage, and 
search in fragmented and compressed data. The solution presents a distributed storage system consisting of Blockchain, virtual-chain, 
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routing and storage. Blockchain and virtual-chain together form the control plane while routing and storage form the data plane. The 
network consists of transactions of ownership of data streams and their corresponding access rights. The Blockchain is used to store the 
access rights of the data stream. Access rights are granted per data stream and the owner of the data stream can revoke access to that data. 
For any request to retrieve data, storage first checks the access rights from the Blockchain. The data plane is presented with the challenge 
of IoT data compatibility, where IoT data streams are generated continuously given the number of connected devices.  
An architecture proposed by [26], introduces a framework for forensic analysis of traffic accidents. The utilization of vehicle-related data 
collected from several sensors fitted on the vehicles can be instrumental in post-accident scenarios in order to discover the faulty persons or 
parts related. The framework connects several participants including: vehicles, vehicles manufactures, maintenance service providers, law 
enforcement and insurance companies. The architecture involves a daemon process stationed within the on board unit (OBU) and 
constantly collects data from the BSMS, EDR and other fitted sensors. Event data recorder (EDR) records data related to crashes and 
accidents including airbag deployment and sudden speed changes above a threshold. Basic safety message (BSM) captures high-priority 
data about a vehicle including position, speed, brake status, size and ID of the vehicle, and also medium-priority information such as 
positional accuracy and steering wheel angle. The forensic daemon process periodically shares the EDR and BSM information with the 
insurance company through an encrypted channel. BSMs related information is shared only when an EDR triggering event occurs. Vehicle 
manufacturers collect regular car diagnostic reports. A cryptographic hash of these data is forwarded to the Blockchain to provide integrity 
of data and remove the single trusted third party issue. Insurance companies and manufacturers collect these data for performance analysis. 
Moreover, maintenance service providers keep maintenance records, and a hash of each record is also sent to Blockchain. The Blockchain 
data is stored in a distributed ledger fragmented, consisting of knowledge domain. Each stakeholder of the system records only the data that 
interests him. The authors proposes the VPKI scheme for privacy and membership management. 
LoRaWAN is a competitive technology that meets the need for IoT in the Smart City. However, since it is operated by private companies 
and organizations, it represents a trust risk between client applications and network operators. The author [27], proposes a solution to build 
an open, decentralized, reliable and inviolable system for LoRaWAN, based on the Blockchain technology, to verify that the data of the 
transaction has existed in the network to a specific time. The solution works by building a Blockchain network from the Network Servers 
(NS), which manage all the functionality of the Blockchain, transaction, encryption, block validation and storage of the ledger. This choice 
is justified by the fact that only the network server is able to play this role among the components of the LoRaWAN network. 

5 Conclusion 
The IoT industry faces many challenges such as energy consumption, network reach and security. In the Smart City dimension, other 
challenges also appear such as scalability, interoperability, governance, data management, and the security of all participants. The 
Blockchain by its design goal, to create a secure, trusted, autonomous, decentralized, and intelligent system, would solve many of the 
challenges faced in the IoT and Smart City. However, to succeed in its integration, it is necessary to rethink the mode of operation of the 
Blockchain for a reasonable energy consummation in the consensus mechanism, for a lightweight ledger, and for adaptability in the 
ecosystem of the IoT in the Smart City.  

6 Future work 
The Blockchain is a technology model that opens several technical and business opportunities in the context of Smart City connected 
objects. However, it is a young field that requires research for improvement and adaptation. Following this general view, our future work 
will focus on the modeling of a new Blockchain Framework, integrated in a context of IoT Smart City, and which improves limits cited in 
this article. Subsequently, we need to apply this Framework in practical contexts such as Smart Homes or Smart Transportation. 
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